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1. Executive Summary 

An open Blockchain architecture has massive possibilities for delivering improvements in the 
health care industry worldwide, especially in countries such as the US where escalating costs 
are nearing 6% per year1and 17% 2 of the total US budget (over $3 Trillion annually). 
 
One of the important recent efforts has focused on prevention and more effective treatment 
via ‘precision medicine’, a practice which aims to understand how a person's genetics, 
environment, and lifestyle can determine the best approach to prevent or treat disease.   
 
Projects such as the Precision Medicine Initiative 3 look to get data driven insights from 
collecting and analyzing biological, environmental and behavioral data in order to drive strategy 
where it benefits most. For example, R&D in the biopharmaceutical sector which accounts for 
about 85% of the industry’s total R&D spending, would gain significantly from accessing large 
data pools that co-relate the onset and progress of disease to data about individuals. 
 
Precision medicine is a revolutionary approach powered by the accumulation and analysis of 
massive amounts of health and biologic data4, with the ambitious goal of a ‘cancer moonshot’. 
However, notwithstanding initial advances, the practice is currently not in use for a variety of 
reasons, most of which can be traced back to the problems of large scale, expensive and 
centralized projects that are subject to a changing political climate. 
  
Block23.me proposes a radical departure from current approaches by enabling individuals to 
easily store and have analyzed their health data on the Blockchain and, by doing so, removes 
major obstacles including: 

 data silos that prevent unrestricted data sharing and exchange 

 flawed data models from small data sets and human dependent analysis 

 research ‘moats’ that keep insights and discoveries within an institute’s boundaries  
 
In addition to data sharing and exchange, the analysis of petabyte level data volumes with 
hundreds of attributes working in conjunction is impossible without deep neural network (AI) 
technologies. As data scientists know, AI loves consuming data and, when applied to global data 
on the Blockchain, it can provide a continually self-learning infrastructure with real-time 
knowledge output.  AI enables a system that is preventative and predictive, while Blockchain 
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incentivizes participation and removes the institutional dependencies that inherently create  
barriers.  
 
Block23 aims to be the platform for medical researchers to access very large, well annotated, 
personalized data sets in order to discover ground breaking treatments and clinically useful 
biomarkers for some of the world’s costliest diseases by utilizing Blockhain and AI technologies 
that will deliver cost effective, precision medicine. 

 

1.1 Problem overview  
Data silos 
Arguably, all problems on achieving the goals mentioned above start with siloed data that 
inhibit discoveries and exist for multiple reasons. Looking at some of the key issues reveals how 
entrenched data silos are in current medical practices and how profound the problem is: 
 

 Data management: most hospitals and leading centers struggle to meaningfully organize the 
genetic and phenotypic data of their own patients in a fashion for informing clinical decision 
making.  

 Legal: medical centers and practitioners are reluctant to share medical data, with liability issues 
a prime concern in case private medical records become public 

 Loss of competitive advantage: medical data is often perceived as providing a competitive 
advantage for the institutions and researchers who generated them, presenting a dilemma of 
choosing between maintaining an individual advantage or enriching a common data set which is 
made more widely available to advance cancer research in a much more collaborative and 
therefore efficient way.5 

As the director of the NIH All of Us project points out: 

“The prototype aspect of our program is really about ending the notion of cohorts 
as we know them today but …. how do we get to the era of a universal cohort, 
with no silos and no cohorts?”6 

 
Credibility 
Winning the trust of communities mistreated in the past and of populations in various parts of 
the world that mistrust large institutions or government programs is another major obstacle.  
 
As for example, the National Children’s Study launched in the US in 2000, was a government 
sponsored effort to understand the impact of children’s environments on their health and 
development. Fourteen years and $1.3 billion later, the effort was shut down, the victim of 
internal agency conflicts and problems with the design of the study. 
 
Another complexity factor relates to politically changeable agendas: 
 

 “In and out is exactly what builds distrust. Or the idea that interest in a 
community is tied to a grant length…. many minority communities are uneasy 
with the idea of clinical research, a reality that NIH teams around the country 
acknowledge are trying to overcome” 7 

https://www.nichd.nih.gov/research/NCS/Pages/default.aspx
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Scalability 
The progress at the All of Us NIH project illustrate difficulties and the time and effort to achieve 
simple things such as registering people and collecting data:  
 

“The hard part is scheduling future appointments and managing logistics. At 
most partner sites and at most of the mobile engagement unit’s exhibit stops, 
enrollees haven’t been able to simply fill out paperwork and walk into a room 
across the street to get their blood drawn.8 

 
The experience at All of Us further bring to light the amount of manpower required for 
managing the project, bringing into serious question how it can reach its goals to collect 1 
million patient records over the next 3 years: 
 

“ Right now I don’t have enough genetic counselors in the country to be able to 
properly, responsibly get that information to people in the study… that’s one of 
the big workforce problems we have.” 9 

 
Security 
Placing medical records and patient data onto a centralized database automatically implies 
vulnerability, a prime consideration for any large scale project. As Eric Dishman reports, the 
more data is collected from people, the more it becomes a target for hackers: 
  

 “Certainly privacy and trust is huge for us and we developed a set of principles 
with industry, with the website, with cybersecurity groups at the White House… 
we will be a huge target, and it’s one of the things I lose sleep about…’10 

 
According to the Ponemon Institute, breaches and identity theft on medical data are rising with 
criminal attacks up by 125 percent since 2010. The study found that 91 percent of health care 
organizations have experienced at least one data breach, costing more than $2 million on 
average per organization11. The American Action Forum estimated that medical breaches have 
cost the U.S. health care system more than $50 billion since 2009.12 
 
Medical records are extremely valuable to thieves, with such data sold for an average of $363 
per record,13 which is much higher than for credit card data. Additionally, whereas bank cards 
can be canceled for limiting damage, stolen medical data cannot be so easily recovered. 
 

1.2 Effects on stakeholders 

People 
The distrust factor 
“People are afraid of being experimented on 14,” said Dr. Robert Winn, the director of the 

University of Illinois Cancer Center and a principal investigator on the All of Us project. 
Researchers know it won’t be easy to find thousands of people who have little reason to let the 
government sequence their DNA. 

https://allofus.nih.gov/
http://www.ponemon.org/news-2/66
http://americanactionforum.org/research/are-electronic-medical-records-worth-the-costs-of-implementation
https://securityintelligence.com/protect-what-you-collect-keep-protected-health-information-secure/
https://securityintelligence.com/protect-what-you-collect-keep-protected-health-information-secure/
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In a recent study commissioned by Research!America, 50 percent of African-Americans 
surveyed cited “lack of trust” as a barrier to participating in clinical trials and substantially 
higher than levels of distrust among whites 15. Further, many minority communities are uneasy 
with the idea of clinical research and the introduction of “we’re with the federal government, 
we’d like to sequence your genome, we’d like your Social Security number” is not necessarily a 
welcome one. 
 

Patients 
Making informed decisions 
Understanding preventative measures and how to improve their quality of life requires direct 
access to research, analysis and health records that can be shared with the health care 
community. One of the knock off effect of information silos is that patients themselves don’t 
have immediate access to analysis and treatment records for sharing with professionals that 
provide useful prognosis and treatment information. 
 

Researchers 
Ongoing data collection 
Researchers who typically depend on grant based studies are unable to have access to ongoing 
patient data outside the project time frames. Missing data on patient quality of life and 
treatment outcomes over time makes a significant difference in the accuracy of analysis and 
resulting conclusions.  
 
Population limitations 
Studies have 2 serious limitations, the first being the size and location of populations that 
participate in the study and secondly the focus on patients rather than on both patients and 
healthy individuals. 
 
Whereas the former limitation is mainly a function of cost and regulations that result in most 
studies being conducted in Asia, the second one is the result of a treatment based approach 
rather than understanding the underlying causes of a disease. 
 
Cost of research 
Centralized initiatives are expensive: the All of Us project has a budget in excess of $200M and 
requires ongoing Congressional approval to approve funding over multiple years.  
 
Technologies such as sequencing large amounts of DNA are expensive to carry out, although 
the cost of sequencing has decreased dramatically over  the past decade and will continue to do 
so. Additionally, drugs that are developed to target a person's genetic or molecular 
characteristics are surprisingly expensive. Reimbursement from third-party payers (such as 
private insurance companies) for these targeted drugs has become a major issue. 
 
 

https://ghr.nlm.nih.gov/primer/genomicresearch/sequencing
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Health care practitioners 
Applying precision medicine 
If precision medicine approaches are to become part of routine healthcare, doctors and other 
healthcare providers will need to know more about molecular genetics and biochemistry. They 
will increasingly find themselves needing to interpret the results of genetic tests, understand 
how that information is relevant to treatment or prevention approaches, and convey this 
knowledge to patient 
 
Referring to the All of Us project, Nigel Paneth, the epidemiologist at Michigan State University, 
said the project appears to be insufficiently funded: 
 

“If you do the math, there’s only a few hundred dollars for each person enrolled, 
and that will have to cover the lab tests, getting informed consent and other 
expenses,” he said. “It is likely that all that will be covered is clinical data already 
collected. There’s just enough money to only transfer the data.’’16 

 

1.3 A solution: personal lockboxes 
Personal Medical Lockboxes (PMXs) provides a solution for collecting, analyzing and sharing 
medical data and further gives people ownership of their health data. Since sharing data is in 
the hands of the data owner, cross-border and privacy regulations no longer apply. People can 
decide to share part or all of their data with an external party based on their interests and 
circumstances. 
 
Utilizing a Blockchain wallet app, each individual’s medical history, profile and lifestyle patterns 
can be accumulated in a continuously-updated electronic “strongbox, under the exclusive 
control of the individual.  Importantly, data can be easily connected to the lockbox from a 
variety of sources such as demographics and personal profiles from social media sites, bio data 
from wearables and apps, electronic health records, genome scans and more.  We have 
developed a simple, structured health ‘survey’ which is a useful way to deposit individual 
data so that it might be readily aggregated and compared with other members of our Network. 
 
Medical R&D and health care industry participants could offer crypto tokens in exchange for 
limited views into the Lockbox, thereby incentivizing people to place as much of their health 
data on their PMXs.  The more people expose their data to a global market, the more value 
they receive and the more AI agents are able to uncover unseen relationships that contribute to 
disease. Additionally, individuals will also be able to ‘volunteer’ their data for socially beneficial 
studies which they feel may benefit mankind. This altruism model has its rewards in the 
generation of collective insights into the biology of cancer that will benefit future generations 
of cancer sufferers. 
 
Each person would maintain control over their data within the secure Lockbox using their 
personal digital devices. Because their data is decentralized and of high value, people 
automatically gain a degree of power in their interactions with the health care industry and 
stand to benefit from better opportunities to select a program that suits their needs. This level 

https://ghr.nlm.nih.gov/primer/testing/interpretingresults
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of control and value exchange would give people a sense of entitlement and a sense of 
partnership instead of the disenfranchisement commonly felt towards the medical industry. 
 
With insights obtained to guide research and develop treatments, researchers could access a 
global registry with a new data model for discoveries and new prevention methods. Data can be 
shared across different ecosystems (e.g. medical practitioners + fitness centers + nutrionists), or 
with individual participants on a global scale ecosystem. The more data collected from more 
sources all over the world the more predictive the models become. For example, air particle 
data in China might be correlated to a high rate of lung cancer with quantifiable costs to 
populations in China. 
 

1.4 Mission statement 
 

“To become an AI based global registry that enables medical breakthroughs in cancer 
prevention and treatment by empowering people to become the driving force in precision 
medicine”. 
 

1.5 Key objectives and goals 
With the valuable crypto data obtained from PMXs, stakeholders from patients to industry, join 
the Block23 platform.  
 

 
 
 
Block23 goals are to enable breakthroughs in cancer treatment by: 
 
Developing precision medicine in the area of cancer research.  
Become the agent for bringing precision medicine to all areas of health and healthcare on a 
global scale. In order to achieve this goal, Block23 and its partners will provide an app for 

PMX 
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people to connect their data to the Blockchain in exchange for crypto tokens that are used to 
order genetic scans and other cutting edge tests from a world-wide partner network. 
 

 
 
Providing researchers with AI tools that data mine, analyze and share large sets of medical 
data. 
Researchers can access a registry of data collected all over the world and from communities 
that have unique attributes as well as a data model that uses deep neural networks that 
continuously learns and adapts to new data sets, giving the capability to study a large range of 
diseases, predicting disease risk, how diseases occur, and finding improved diagnosis and 
treatment strategies. 
 
Building a trust partnership of people, scientists and institutions 
Provide the opportunity for millions of people to contribute to the advancement of scientific 
research while protecting research participants, patients' privacy and the confidentiality of their 
data and bringing them together with scientists in a wide range of specialties, as well as 
universities, research Institutes, pharmaceutical and biotechnology companies, and others 
participants. 
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