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1. Architecture 

Block23 Cloud server includes several components which interact with each other in a service 
oriented way: 

1. Ethereum 

2. Blockchain CRM Platform 

3. Health Network 

4. Application Development Platform 

The following diagram is showing these components, system users and main data flow between 
the components. 
 

 
 
 

1.1 Ethereum 
Ethereum is an open-source, public, Blockchain-based distributed computing platform featuring 
smart contract (scripting) functionality, which facilitates online contractual agreements. It 
provides a decentralized Turing-complete virtual machine, the Ethereum Virtual Machine 
(EVM), which can execute scripts using an international network of public nodes. 
 
Block23 is utilizing Ethereum to create new digital currencies which can be used as Health 
points for the physicians. Creating a new digital currency using Ethereum involves creating a 
new smart contract and deploying it across Ethereum platform. Smart contracts are pieces of 
code that live on the Blockchain and execute commands exactly how they were told to. They 
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can read other contracts, make decisions, send ether and execute other contracts. Contracts 
will exist and run as long as the whole network exists. 
 
Here is an example of the simple contract  that should be used to issue a digital currency. 
Contract token {  
    Mapping (address => uint) public coinbalanceof; 
    Event cointransfer(address sender, address receiver, uint amount); 
   
  /* Initializes contract with initial supply tokens to the creator of the contract */ 
  Function token(uint supply) { 
        Coinbalanceof[msg.sender] = supply; 
    } 
   
  /* Very simple trade function */ 
    Function sendcoin(address receiver, uint amount) returns(bool sufficient) { 
        If (coinbalanceof[msg.sender] < amount) return false; 
        Coinbalanceof[msg.sender] -= amount; 
        Coinbalanceof[receiver] += amount; 
        Cointransfer(msg.sender, receiver, amount); 
        Return true; 
    } 
} 
 
This is an example contract that generates 10 thousand tokens to the creator of the contract, 
and then allows anyone with enough balance to send it to others. These tokens are the 
minimum tradeable unit and cannot be subdivided, but for the final users could be presented as 
a 100 units sub dividable by 100 subunits, so owning a single token would represent having 
0.01% of the total.  
 
When new Health program is launched the Block23 Cloud Service generates contract 
automatically for the new Health points digital currency and deploys contact over Ethereum 
network using Ethereum JSON-RPC API. 
 
JSON is a lightweight data-interchange format. It can represent numbers, strings, ordered 
sequences of values, and collections of name/value pairs. JSON-RPC is a stateless, light-weight 
remote procedure call (RPC) protocol. Primarily this specification defines several data 
structures and the rules around their processing. It is transport agnostic in that the concepts 
can be used within the same process, over sockets, over HTTP, or in many various message 
passing environments. It uses JSON (RFC 4627) as data format. This interface gives Ðapp’s 
access to the Ethereum Blockchain and functionality that the node provides, such as compiling 
smart contract code.  
 
For each Person who is participating the Health program the personal account is created on the 
Smart Contract.  
 
This account contains the following information: 
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 correct Person tokens balance; 

 Person profile data items (encrypted and available for Person only); 

 Person shareable profile data items (encrypted and available for SMI Profile Data Exchange 
Service); 

 Person Sharing Options for the Profile Data Items. 

 
The Person can configure Profile Data Sharing Options on his wallet (PMX).  
 
There are the following Sharing Options can be set for the each level of the Profile Data 
hierarchy: 
a) Public 
b) Private 
c) Shareable for the reward 
 
In case of option (c) Person also specifies the reward amount for sharing that data item. 
 
After sharing People Profile its gets evaluated by the Block23 Scoring Engine and get a Quality 
Score assigned indicating how good and full is the profile data. This Quality Score helps Provider 
to select appropriate People Data Profiles for purchasing. 
 
Research units/Health care providers and Developers are also provided with accounts on the 
tokens Smart Contract on Ethereum. Brand/Provider or Developer account contains data on the 
amount of tokens currently owned by the Brand/Provider or Developer. 
Brand/Health care providers or Developers can receive their initial amount of tokens from SMI. 
 
All 3 parties (People, Research units, Developers) can trade tokens between each other for 
other crypto currencies or traditional currencies as well using existing crypto currency exchange 
infrastructure provided by Ethereum. 
 

1.2 Blockchain for Health Care 

Data Processing 
The Blockchain platform is a cloud service designed to 
collect and aggregate data on people. Each retailer is 
provided a dedicated workspace which is based on 
Hadoop architecture. Hadoop is a distributed data 
store that provides a platform for implementing 
powerful parallel processing frameworks. The 
reliability of this data store when it comes to storing massive volumes of data, coupled with its 
flexibility in running multiple processing frameworks.  
 
Here are mainly five building blocks inside this runtime Hadoop envPMXnment (from bottom to 
top): 

 The cluster is the set of host machines (nodes). Nodes may be partitioned in racks. This is the 

hardware part of the infrastructure. 
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 The YARN Infrastructure (Yet Another Resource Negotiator) is the framework responsible for 

providing the computational resources (e.g., cpus, memory, etc.) Needed for application 

executions.  

 The HDFS Federation is the framework responsible for providing permanent, reliable and 

distributed storage. This is typically used for storing inputs and output (but not intermediate 

ones). 

 Other alternative storage solutions. For instance, Amazon uses the Simple Storage Service (S3). 

The mapreduce Framework is the software layer implementing the mapreduce paradigm 
The reliability of this data store when it comes to storing massive volumes of data, coupled with 
its flexibility in running multiple processing frameworks.  

Deep neural networks 
Block23 CRM platform also includes tools for Person for automatic Person segmentation and 
discovering behavioral patterns based on intelligent processing of all data collected using 
different data mining techniques (hierarchical clustering, classification using SVM and 
ANN/DNN, decision trees, probabilistic networks). 
 
The logic patterns are being extracted from the data using the Sequential Covering Algorithm. 
This algorithm is not required to generate a decision tree first. In this algorithm, each pattern 
extracted for a given class covers many of the data rows of that class.  As per the general 
strategy the logic patterns are learned one at a time. For each time new pattern is learned, a 
data row covered by this pattern is removed and the process continues for the rest of the data 
rows. An example of pattern that can be extracted from data can be the following 
P1: (age = youth) ^ (student = yes))(buys computer = yes) 

 
The following is the sequential learning algorithm where logic patterns are learned for one class 
at a time. When learning a pattern from a class Ci, we want the pattern to cover all the data 
rows from class Ci only and no data row for any other class. 
 
Algorithm: Sequential Covering 
 
Input:  
D, a data set class-labeled data rows, 
Att_vals, the set of all attributes and their possible values. 
 
Output:  A Set of logic patterns. 
Method: 
Pattern_set={ }; // initial set of patterns learned is empty 
 
For each class c do 
    
   Repeat 
      Pattern = Learn_One_Pattern(D, Att_valls, c); 
      Remove data rows covered by Pattern from D; 
   Until termination condition; 
    
   Pattern_set=pattern_set+pattern; // add a new pattern to pattern-set 
End for 
Return pattern_set; 

 
After the initial process of learning patterns is finished it is required to prune the learned 
pattern-set. The Assessment of quality is made on the original set of training data. The pattern 
may perform well on training data but less well on subsequent data. That's why pattern pruning 
is required. 
 

http://en.wikipedia.org/wiki/MapReduce.html
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The pattern is pruned by removing conjunct. The pattern R is pruned, if pruned version of R has 
greater quality than what was assessed on an independent set of data rows. 
FOIL is one of the simple and effective methods for pruning. For a given pattern P, 
FOIL_Prune = pos - neg / pos + neg where pos and neg is the number of positive data rows 
covered by P, respectively. 
 
This value will increase with the accuracy of P on the pruning set. Hence, if the FOIL_Prune 
value is higher for the pruned version of P, then we prune P. 
 
Once all data which available on people is aggregated it can be analyzed using dashboard which 
are assembled out of over 25 different types of customizable visualization components. 
 
The application’s visual controls enables users to rapidly view the data the way they want and 
challenges the established methods of BI solutions that are typically rigid in the level of 
information detail and the ways users can navigate.  
 
Together with highly interactive capabilities, users can quickly and easily see patterns, trends, 
and unforeseen relationships and dependencies in their data – and as a result, users are able to 
draw insight, inferences, and conclusions that improve performance and provide a competitive 
advantage. 

Block23 Individual Profile Data Exchange Service 
The Block23 Individual Profile Data Exchange service is a software component which is the part 
of the CRM Platform that performs the following functionality: 

 collect data on all people participating Health program in a single registry, each people record 
on the registry contains link to the people digital wallet (PMX); 

 collect data on people Profile Data Sharing Options (which Profile Data Items for the people can 
be shared for the token reward); 

 Evaluate People Data Profile and assigning Quality Score to each People profile; 

 Provide Research units/Health care providers with the UI to find relevant people and purchase 
Profile Data Items from chosen people based on Quality Score and data items available. 

 
When Brand/Provider puts a request to purchase People Profile Data with the help of Block23 
Individual Profile Data Exchange service the following process is launched: 

1. The Provider makes a Purchase request on the Block23 Individual Profile Data Exchange service;  
2. The Block23 Individual Profile Data Exchange service builds a list of token transfer transactions 

for all the token payments the Provider needs to do for each of the selected People; 
3. The Provider approves all the token transfer transactions and they get executed on the 

blockchain; 
4. After token transfer transaction is executed for the People the SMI Individual Profile Data 

Exchange service grants the Provider access to the purchased shared data of this People. 

 

1.3 Health Loyalty Network 
The Health Network component is configured by the Provider to track Person purchases and 
execute a Health rewards program.  
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When a deposit tokens based on a specific Person event is triggered, the Health Network 
component uses Ethereum JSON RPC call to execute sendcoin function and make a transfer of 
points to the Person wallet. 
 
The Health network component is a dedicated web service targeted to collect data on people 
purchases from stores. There are 2 ways supported to collect purchase data 

 Online 

 Offline. 

In case of an online scenario, a small add-in to a store POS system is installed that allows POS to 
report using a REST Web call to the BLOCK23 Cloud Service and provide information on the 
purchase transaction. Ready to plug-ins to POS terminal manufacturers such as NCR  and 
Toshiba will be developed and available to POS manufacturers to install, thereby enabling a 
seamless BLOCK23 Health Network integration for physicians. 
 
In case of an offline scenario, the Health web service has certain channels to receive 
transactions file from the retailer‘s analytical software on a periodical basis (e.g. Once a day or 
once a week or on custom schedule). 
 
In both scenarios, when purchase transaction data is received, the Health network component 
confirms transactions to trigger a deposit of Health tokens according to the Health reward 
offered by the retailer. In order for this action to take place, the Ethereum JSON RPC library is 
used to execute sendcoin function and make a transfer of tokes to the Person wallet. 
 
Together with tokens transfer the Person purchase information is also put into the Person 
wallet using encryption in order to update Person purchase history/brand preferences data. 
 

1.4 Ethereum Scalability Issues 
The current implementation of the Ethereum Blockchain is suffering from scalability and 
performance issues. There is a limited capacity of the Blockchain in terms of how many 
transactions can be processed per second by the network. Although, there are plans for 
improving Ethereum transaction processing times, scalability issues may limit the possibilities of 
BLOCK23 token circulation between people, health care providers and other parties. 
 
In order toprevent potential scalability issues most of the BLOCK23 token transactions will be 
partially executed off-chain with a solution for security token transfers between parties without 
involving Ethereum Blockchain to execute a transaction. 
 
Payment Channels Technology 
The Payment Channels Technology will be used in events that the Ethereum platform is unable 
to handle the required number of transactions. The Payment Channel is a smart contract which 
is established between two parties for the purpose of making BLOCK23 direct token transfers to 
each other.  
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When a payment channel is created each party is depositing some tokens in a payment channel 
contract. Then, transfers can be performed by sending signed messages directly between two 
parties without any involvement of the Blockchain itself within the deposited limit. Therefore, 
transaction frequency is only limited by the hardware of the sender and receiver and 
communication channel limits.  
 
Additionally, there are no transaction fees other than for a one-time on-chain deposit and 
eventual settlement. Payment channels can be established between any two BLOCK23 token 
users building an interconnected BLOCK23 payment channel network. This kind of network 
allows executing token transfers between two parties on the network even if they don't have a 
direct payment channel established between them. In this case payment routing is 
implemented to route the off-chain payment between two parties by finding a suitable 
payment channel path across the network (e.g. the diagram below showing payment path from 
Provider 1 to People 4.) 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 


